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The motivation

« HTTP Is a stateless protocol, each subsequent
click to a web site Is treated as a new request

by the web server

=« \Web developers have to put a lot of efforts for
this

Web Programming A3 A8EEIZ 0% 5T



. Use a parameter from HTML form to maintain state. If
State LISI ng f specified, operate accordingly; otherwise initialize. The

my $cgi = new CGI; parameter should match the term used in <input />.

my $state = $defined $cgi->param('state’)
? $cgi->param(‘'state' )+l : 0;

print <<END;
Content-type:

A | he actual HTML. In addition to show the state,
Remember th We also need to send the state to the server. The

The state is $state. hidden type is exactly for this purpose.

<form action="form.cgi" method="post"> KeCURICRIN-NAulilCI(Y
<input name="state" type="hidden" value="$state">
<button type="submit">Next</button>

</form>

END
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The form solution
« Still has limitations and, more importantly,
security Issues

= Suppose that we use two tabs to open the same
web site twice, we expect that the changes In
the first tab should also be applied on the
second tab, with a refresh at most

— can you do this?
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The cookie solution

= You need HTML form because you need to
send users’ input to the server side and save
them in either files or database

= Before this class, this is the only way to make
users’ iput permanent

= Cookie Is another storage, on the client side
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Cookie FIfErEws

Cookie B—

= Conventionally,
applications can
IS, your hard disk
— HTML5 Web S
— Security issues

= Cookie, as a compromising way, Is a limited storage

— only 4 kb
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tate || HASETFETRE

78 state
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BT Swp2013/res/08-cookie
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— cannot access cookies from other domains

— cannot be programmed, cannot carry viruses, and cannot

Install malware on the host computer
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Can you

figure out something evil to do to your classmates
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Cookie 1s not 100% safe

= They can be used by spyware to track users’ activities

— this does be a problem, think about Fabecook API

— Facebook#1Graph APIHE T — R FIRER MRS [
15 72

— EFacebook#ftia FHIR - RIZBERACTSNE ?

— a major privacy concern that prompted European and US
law makers to take action

= Cookies can also be stolen by hackers to gain access to
a victim’s web account

— bad habit breaks any security mechanism
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http://mmdays.com/2010/04/23/facebook_deal_with_devil/
http://mmdays.com/2010/04/24/when_facebook_rules_the_world/

Include CGI: :Cookie module and use cookie()

State USi ng 4010)! insicad param( ). The cookie name should match

use CGI::Cookie; 1S either. fror Ki he initial val
my $cgi = new CGI; param( ) Is still useful for actions instead

d
D

efined $cgi i Of Stafno I lnAatAn AAALZIA 1 F rariirad

1 == $cgi->param(‘next’) and ++$state Set cookie to a null string to clean it.
and print "Set-Cookie: state=$state\n";

1 == $cgi->param(’'clean’) and $state = = C | [ zoro.ee.ncku.edu.tw/wp2013/res/08-cookie/cool

print <<END; .
Content-type: text /gasg The state 1s 1.

. Al ERUEdl O None © Next © Clean ‘ Submit ‘
The state is $state-
<form action="cookie.cgi" method="post">
<input name="next" type="hidden" value="1" />
<button type="submit">Next</button> actions, such as a radio button.
</form>
<form action="cookie.cgi" method="post">
<input name="clean" type="hidden" value="1" />
<button type="submit">Clean</button>
</form>
END

Use two forms to reduce extra
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Is anything

wrong of the two-form solution
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Include jquery.cookie pluginand use $.cookie()

COO k| e | n Jav to access cookie. It’s obvious that the code of the the

<head> JS version is longer (more things are done by yourself).

<script src="jquery.min. o s
<Scr\ipt Sr\C="jquer\y.Cook ChaAavnr atata iF AvviatAad Tha inttial vialiiAa Ann A cnAaATFiAA

. When clicking next, change the state, save it and
$(document).ready(func |

$.cookie('state') && § show it. Watch the parseInt() and the weird 2 here.

$("#next').click(function(){

var state = $.cookie('state') ? ($.c )
R T LT IR e When clicking clean, clean the cookie (by

1) L , setting it to null) and show the initial state.
$("#clean').click(function(){

$.cookie('state',null); $('#state').text(1);

<script>

})s
})s
</script> The HTML. You need a place to show the
</head> .
<body> state, but the code is usually more clear.

The state is <span id="state">1</span>
<button id="next">Next</button> <button id="clean">Clean</button>
</body>
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Is there

any benefits to develop an Ajax version?
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| think you can figure out it by yourself :p
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A review

= Workflow
— use a tab to open a URL and change something
— check the browser to see the cookie

— use a second tab to open the same URL, see the changes
and change something again

— refresh the first tab = no longer stateless!

= Set-Cookie in HTTP header
— HTTP cookie
— List of HTTP header fields

= Thereis also a JavaScript (thus Ajax-able) version
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http://en.wikipedia.org/wiki/HTTP_cookie
http://en.wikipedia.org/wiki/List_of_HTTP_header_fields

@ Any Questions?

about cookie
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HTML5 web storage

With HTML5, web pages can store data locally
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HTML5 Web Storage

Earlier, this was done with cookies

More secure and faster

— the data is not included with every server request, but used
ONLY when asked for

5MB (vs. 4kb)
Better JS integration

Similarly, the data is stored in key/value pairs, and a
web page can only access data stored by itself

var state = localStorage.state || 1;
localStorage.state = ++state;
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Session
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When too many variables to store

» If you have two fields, you may use two cookie
variables. But how about 100 fields? This is not
ridiculous to, for example, a shopping car

« Cookie, web storage or even HTML form is
technology while session Is how to use these
technologies

» It’s a concept (an application of above
technologies)
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Session

Only one variable as an session 1D, access the remaining
data (include the state, which might be complex) with it

— reduce the network traffic
— make the data really permanent
— more important, security

CGl::Session using cookie

How many issues are gone in web storage?

var state = sessionStorage.state || 1;
sessionStorage.state = ++state;

— disappear after closing the browser
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http://search.cpan.org/~sherzodr/CGI-Session-3.95/Session/Tutorial.pm

@ Any Questions?
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Today’s assignment

A IER
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Enhance the user experience

Make your web site state-sensitive. If you have no such a
requirement, please add a “remember me” checkbox or remember

the last parameters (such as search keywords)

Reference

— CGlI::Cookie

— Cookie | jQuery Plugins

— HTML5 Web Storage
Your web site (http://merry.ee.ncku.edu.tw/~xxx/cur/, ex7) will be
checked not before 23:59 11/19 (Tue). You may send a report (such
as some important modifications) to me in case I did not notice your
features. Or, even better, just explain your modifications in the
homepage.
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http://search.cpan.org/~markstos/CGI.pm-3.58/lib/CGI/Cookie.pm
http://archive.plugins.jquery.com/project/Cookie
http://www.w3schools.com/html/html5_webstorage.asp
http://merry.ee.ncku.edu.tw/~xxx/cur/
mailto:darby@mail.ncku.edu.tw

